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Why Public Libraries and Privacy?
• American Library Association (ALA) has a long-standing reputation of being 

on the forefront of protecting patrons’ privacy
• ALA’s strong position on intellectual freedom and privacy rights. 

– Privacy Policy, Code of Ethics, and Library Bill of Rights 
• There are 9,000 public library systems in the US (Rosa, 2019). 
• Due to the Digital revolution & Social changes in the US public libraries now 

play a critical role in providing access to electronic government services 
and information for a significant proportion of the U.S. population (Jaeger 
& Fleischmann, 2007)



Importance of Public Libraries to Young People

According to 
research conducted 
by the Pew Research 
Center, younger 
people are among 
the most likely to 
take advantage of 
public library 
resources and trust 
the information 
public libraries 
provide them.

www.pewresearch.org/fact-tank/2017/06/21/millennials-are-the-most-likely-generation-of-americans-to-use-public-lib www.pewresearch.org/fact-tank/2017/08/30/most-americans-especially-millennials-say-libraries-can-help-them-find-reliable-trustworthy-information/ft_17-08-22_libraries_generation/raries/

http://www.pewresearch.org/fact-tank/2017/06/21/millennials-are-the-most-likely-generation-of-americans-to-use-public-lib


Importance of Public Libraries to Underrepresented Groups

According to Pew, 
communities of color 
and socioeconomically 
disadvantaged people 
were most likely to say 
that libraries are central 
to their lives.

www.pewresearch.org/internet/2015/09/15/lower-income-americans-and-communities-of-color-more-likely-to-see-libraries-as-community-anchors/



Research Question: What Is the State of Patron Privacy 
in Public Libraries?

• The American Library Association (ALA) states 
“All people, regardless of origin, age, background, or views, possess a 
right to privacy and confidentiality in their library use. When users 
recognize or fear that their privacy or confidentiality is compromised, 
true freedom of inquiry no longer exists. ” 

• However, little is known about the way that public libraries engage with 
patron privacy, the protections they employ, or the degree of responsibility 
they assume for protecting their patrons’ privacy.
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Related National Leadership Grants
Recent National Leadership Grants for Libraries (NLGs) that focused on patron privacy in libraries:

• Montana State University investigated whether web analytics, which can help improve services, could 

responsibly be used in libraries, given their privacy implications. 

• Alameda County Library was given an NLG to produce laminated privacy advocacy guides to be distributed at 

the ALA annual conference and other similar meetings. 

• The Lebanon Public Libraries, et al. received an NLG to develop open-source software to offer a free and safe 

VPN to more public libraries

• “A National Forum on Web Privacy and Web Analytics: Action Handbook” 

• “Library Values & Privacy in our National Digital Strategies: Field Guides, Convenings, and Conversations.” 



Research Goal
 Identify what are the current practices at public libraries that protect patron 

privacy, and to understand the challenges that public libraries face in 
protecting Patron Privacy?

 Applied and Awarded a Forum Grant from IMLS/NLG* in August 2020

*The Institute for Museum and Library Services (IMLS) awards National Leadership Grants for Libraries (NLGs) to aid “ 
projects that address critical needs of the library and archives fields and have the potential to advance practice in these 
professions to strengthen library and archival services for the American public.”



Forum Modification Due to COVID-19 pandemic

• Due to COVID-19 restrictions on travel and in-person 
meetings, we modified our Forum plans 

• Revised Plan included:
– Assemble an Advisory Board
– Obtain IRB Approval
– Deploy an online Survey
– Conduct Virtual Focus Groups
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Online Survey
• The online survey link was emailed to 12000+ public librarians
• The data collection period started in March 2021 and ended in 

June 2021.
• We provided $20 bookshop.org gift cards for the first 308 

participants that completed the survey
• 2000+ respondents clicked on the link to take our survey
• 819 participants completed the survey, and their responses 

were used for analysis



Survey Participants
• Respondent’s Primary Role:

– 51.2% library administration 
– 39.2% librarians, library staff, 

and/or supervisors
– 1.6% IT staff
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Survey Participants' Serving Community
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Over 75% of the 
survey participants 
are serving rural or 
suburban areas.



Participants’ responses: Employee training
• Library employee training on patron privacy 

protections:
– 66% of respondents: library provides training on 

privacy protections
– 26% of respondents: no such training for employees

• Only 25.4% respondents said the last training 
they attended was less than a year ago.



How well does the current policy protect patron privacy

Most participants 
perceive their 
libraries protect 
patron privacy very 
well or moderately 
well.



What did respondents identify as the most significant challenge to 
patron privacy in their library

Most significant challenges:
• Lack of technical 

knowledge among staff
• Lack of training for staff
• Inadequate funding for 

training, staff 
development, or privacy 
protection tools



Library Information Technology Personnel
• Does your Library Employ IT staff?

– Yes – 55%, No – 45%, Not sure – 2%
– For participants answering “No” to the question above, 

57% said the library contracts third-party providers to 
provide IT services

• A total of 140 participants indicated that their libraries neither have 
any dedicated IT staff, nor use third-party IT service providers



What did respondents identify as the action their library most 
needed to take to protect patron privacy

Most needed actions:
• Additional employee 

training regarding patron 
privacy protections

• Increasing staff knowledge 
about privacy-enhancing 
technologies 



Library Size and Distributing Privacy Protections Flyers to Patrons

In general, 
libraries with
more cardholders
are more likely to
publish flyers on 
patron privacy 
protections.



Library Size and Handling Law Enforcement Requests for Patron Information

Libraries with more
cardholders are more
likely to have
dedicated staff to 
handle law 
enforcement requests.



Most significant challenge to patron privacy in the library based on role



https://publish.illinois.edu/public-library-privacy-protection-forum/helpful-links/



Next Steps

• Analyze and publish the Focus group findings
• Seek Funding from IMLS to develop tools and 

strategies for rural and small libraries to 
improve their patron privacy protections.



Privacy Protection Resources

• The next set of slides provides links to 
resources related to library privacy protections



Image from: https://www.ala.org/advocacy/privacy

ALA Privacy resources



ALA Privacy resources

• https://www.ala.org/aboutala/offices/oif
• https://www.oif.ala.org/oif/category/intellectual-

freedom-news/

• https://www.ila.org/advocacy/making-your-
case/privacy

https://www.ala.org/aboutala/offices/oif
https://www.oif.ala.org/oif/category/intellectual-freedom-news/
https://www.ila.org/advocacy/making-your-case/privacy


New ALA/ IMLS privacy resources 
Image from https://www.ala.org/advocacy/privacy/fieldguides



Related Projects 
Data Privacy Project:
https://chooseprivacyeveryday.org/dataprivacyp
roject/

Library Freedom Project:
https://libraryfreedom.org/

https://chooseprivacyeveryday.org/dataprivacyproject/
https://libraryfreedom.org/


Marshall Breeding’s 
https://librarytechnology.org/libraries/

Check out your library’s 
privacy and security report.



Marshall Breeding’s 
https://librarytechnology.org/libraries/

look at your library’s privacy and 
security report



NYC Digital Safety Training:

https://nycdigitalsafety.org/

https://nycdigitalsafety.org/wp-
content/uploads/2018/10/NYCDigitalSafety-

ResourceList.pdf



National Cybersecurity Alliance:
https://staysafeonline.org

Electronic Frontier Foundation: 
https://www.eff.org

https://staysafeonline.org/
https://www.eff.org/


We thank the IMLS National Leadership Grant for 
funding this project and we 

thank YOU for listening!
Questions?

Celeste Choate cchoate@urbanafree.org
Masooda Bashir, mnb@illinois.edu

mailto:cchoate@urbanafree.org
mailto:mnb@illinois.edu
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